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Abstract

Inthepast，knOwledgeoftheexactwhereaboutsofmembersofaship，screw

was generallybeyondthe capabilityofany ship’s master・However，RFID

（RadioFrequencyldentincation）tagsareanePergingteclm0logythatm撃
providejustsuchinformationwithintheproximltyofaship・AnRFIDtaglS
similartoabarcodecontalnlngaumlqueidentinerforanasset，eXCeptthatit

containsasmallintegratedcircuitchipwithlimitedmemoryandasmallantenna・
ThisallowstheRFIDtagtobereadorprogrammedatadistanceuslngWireless

slgnals・DrivenbyretailerssuchasWalrMart，RFIDtechnologyhasrapidly
evoIvedtoallowfortheaccuratetrackingofalltypesofphysicalassetsthrough

thesupplychain・ThisescalatingadoptionofRFIDteclm010gyhasdrivenitscost

downtothepointwhereotherspin－0ffapplicationsarebecomingfeasible・In
thepost9／11marineworldoftheISPScode，peOplearebeginnlngtOrealizethat

RFIDtagscanbeusedtotrackmobilehurpanassets，OrShips’crews，JuStlike

otherstrackphysicalassets．Apart録omtheobvioussecurityapplications，RFID

teclm010gycanalsoalertthatanemergencysituationhasarisen－forinstance，if
amemberofthecrewcannOlongerbelocatedbytheRFIDsystem，itmaybe
thatheorshehasfallenoverboard．Thecha11engeformarineindustrieswillbe

howtobestleveragethisemerglngteChnologywithintheworldoftheISPScode
sothatitbeneBtsseafarerswithoutimplnglngOntheirrightsandfreedoms・This

articlewillbeginbyexaminingRFIDteclm010gytorevealitsimplementation
issuesandtechhologlCallimitations，along with current applications・Then

before concluding，the paper willconsider potentialapplications ofRFID

teclm01ogyinmarinesecurityandsafbty・
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l Introduction

Although described as“the伽stimportaITt teChnology of the twenty一血st

Century，”［1］radio丘equencyident摘cation（RFID）technologyoriginatedduring

WorldWarIIwhentheBritishAirForceusedittoidentifybombersthatwere

retumingfromnight－timeraidsinGermany・BeforeRFIDcamealong，therewas
no easywayto diffbrentiatebetweenBritishandGerman，OrB・iendandfoe，

bombersinthedark，butbynttingeachBritishbomberwithapoweredRF
transmitter，itallowedBritishgroundgumerStOreCOgnlZethemandnotshoot
themdownl2］．Then，in1948，HarryStockmanrealizedthatthetranSmitteron

theobjectbeingidenti鮎dcouldbepoweredfromtheenergyitreceivedfi・Omthe
identifyingdevicel3］，andhis且ndingsformedthebasisofpassiveRFID，Which

wi11beexplainedinmoredetailpresently・Sincethattime，thetechnologyhas

evoIvedsignificantly，WithmanyuSeSOftheteclm0logyprevalentinsociety．
From mundane applications such as garage door openers to　futuristic
applicationssuchaschicnightclubsimplantingRFIDtagsundertheskinoftheir

VIPpatrons，manyPredictthattheapplicationofRFIDteclm010gyisaboutto
explodeastheprlCeOfthetechnologycontinuesto色目，

ThispaperwillbeginwithabriefintroductiontoRFIDtechnology，followed
bycurrentimplementationsoftheteclm010gyandsomeissuesandlimitations．

Next，the paperwillexamine potential叩Plications ofthe teclm0logywith
respectto maritime securityand safbty before discussing some ofthenon－

teclmicalissuesassociatedwiththisteclmology．Aliteraturereviewisomitted
duetothescantacademicliteratureaVailableonthistopIC．

2　RFIDTechnology

MuchofthediscussioninthissectionofthepaperisbasedonChapter20f
RF刀）－Awlications，SbcuriO”ndPrivaqyl4］・RFIDteclmologyrequiresthree

elements．anRFIDtagattachedtotheobjectbeingidentiBed，anRFIDreader

thatcollects datafromtheRFIDtaguslngradiowaves，andaninformation

PrOCeSSingunit，typicallyacomputer，thatcanprocesstheinformationreceived

fromthetagviathereader．

The tagitselfconsists ofan antenna and anintegrated circuit chip that

COntainsasmallamOuntOfmemory・Sometagsareread－Onlyandsomeare

read－Write．¶leSimplesttagsstoredataintheformofa64－Or96－bitserial

number，Whichisretumedtothereaderwhenthereaderqueriesthetag・Some

authorshavecomparedRFIDtagstobarcodes，inthateachcanstoredatathat

Canbereadbyareader・However，theinformationstoragecapacityofabarCOde

isfarlessthanthatofanRFIDtag．AIso，barcodesmusthaveacloseanddirect

lineofsighttoabarCOdereader，WhereasRFIDtagscanbereadatsomedistanCe

anddonothavetobe㍑seenMbyanRFIDreadertobesuccessfu11yread・

Tocontrastthedi飽rence，WithabarCOdeeachcanofCamPbell’schicken

SOuPprOducedwillhavethesamebarcode，Whichidentifiestwothings－the払ct

thatitismadebyCamPbell，Sandthefactthatitischickensoup・IfRFIDtags
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WereuSedinstead，eaChcancouldhaveaunlqueSerialnumberthatidenti丘ednot

Onlythatit was Campbe11’s chicken soup，butalso when andwhereit was

manufacturedandhowlongithadbeensittingontheshelf二Thatisthelevelof

SOPhisticationthatdiffbrentiatesRFIDtechnology録ombarcodeteclm01ogy．It

islike comparlng a COmPuter madein the1970’S，When barcodes became

Widespread，tOaCOmPutermadetoday，WhenRFIDisbeginnlngtOSpread．
ThemodeofoperationforRFIDtechnologylSaCallandresponsesystem

Wherebythereadersendsoutfrequentqueries，basicallypollingalltagswithin
itsradiorangeandasking“areyOuthere？”towhichanytagthatreceivesthe

Slgnalwi11respondwiththedatacontainedinitsmemory．Ifatagdoesnot
respond，thenitisnotwithinthezonethatisde缶nedbytherangeofthereaderin

question・Ofcourse，justbecausethetagreceivesaquery飢）mareader，itdoes
notmeanthatthereaderwi11receivearesponse．Inorderforthattooccur，eaCh

tagwouldhavetopossessthesametranSmittingpowerofthereader，makingthe
tagsbulkyandimpractical．

TherangethatatagcantranSmititsdatabacktothereaderdependsona

numberoffactors，includingthe舟equencylnuSeandthesizeoftheantenna．

However，themostrelevant factoris whetherthe RFrDtag containsits own

powersourcethatitcanusetotransmit．TherearetwomaintypesofRFTDtags

inusetoday－PaSSiveandactive．Passivetagscontainnointernalpowersource

andmustusetheenergyreceivedinthequeryslgnalfromthereaderinorderto

generatearesponseslgnal，thuslimitingtheirusefu1range．Activetags，Onthe

Otherhand，COntainabatterythatpowersthetransmitterintheRFIDtag，Which

allowsforamuchlongertransmissionrange一meanlngtheycanberead舟oma

muchlongerdistancethanpassivetags．CrawfordandGoldman［5］Statethatthe

maximumrangeofpassivetagsranges舟omafbwinchesupto20fbet，andthe

maximumrangefbractivetagsrangeSfrom25tolOOfeet．

PassivetagsaremuChsmal1erandcheaperthanactivetags，ndtheyhave

becomethetagofchoiceformostRFIDapplicationsinusetoday．Togivethe

readeranideaofhowsmallpassiveRFIDtagshavebecome，therearetagsso

thinthattheycanbeinsertedintoapleCeOfpaperandusedtotrackdocuments；

intheUnitedStates，theFDAhasapprovedanRFTDtagthesizeofagrainof

ricethatcanbeimplantedsubcutaneOuSlyinahuman．Ontheotherhand，aCtive

tagscanbelargecomparedtopassivetags，mainlybecauseactivetagscontain

morepowerfultransmittersthatrequiretheactivetagstocarryapowersource・

Anactivetagistypicallythelengthandwidthofastandardsizedcreditcard，but

roughlyfivetimesasthickl6］．

OfcourSe，OnCeataglSqueriedandrespondswithitsdata，Whichisnothing

morethanabinarynumber，thenthedataprocesslngCOmPOnentOfthesystem

musttakethatdataanduseitto鎖ndfurtherinfbrmationontheobjectbeing

identified．Usingthe Campbell’s soup example glVenearlier，areadermight

queryacanonagrocerystoreshelf二　Thecanwouldretumitsserialnumber，

Whichwouldthenbepassedontothestore’sstockingcomputertodetermine

Whenthecanhadenteredthestore．Iftheproductwasoutofdate，analertcould

thenberaisedtoremovethecan舟omtheshelf二
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2．lIssueSWithRFIDimplememtation

ProblemsassociatedwithRFIDtechnologyinitscurrentstatefallintotwobroad

CategOries－teClmicalandethical．Ontheteclmicalside，eaChmanufacturerof

RFIDequlpmentisuslngPrOPrietarystandards，meanlngthatequlPmentandtags

madebyonecompanyarenotcompatiblewiththoseofothercompanies．Until

industrystandardsaredevelopedandadopted，eaChRFIDsystempurchasedwi11

beproprietarylnnature，Whichcouldhavecostlyimplicationsforapurchaserif

the manufacturer went out of business orif the product purChased was

incompatiblewith an existing system．AIso，While the adoption ofRFID
teclm0logyhasbeenincreaslng，eCOnOmiesofscaleareeventuallyexpectedto

lowerthepricesoftagsandequipmentmuchfurtherl7］・FurtherTO！e，the
resolutionofthetechnology，Orhowprecisethesystemcanbeindetermlnlngthe

exactlocation of an object，is currentlylimited．Basically，SyStemSuse

geographiczoneswithoneRFTDreaderperzone；thesystemcanonlytellthe

userinwhichzone，ifany，anObjectiscurrentlylocated・Withteclmological

advances，itmaybepossibletobemuchmorepreciseintrackingassets【8］，

Onthe ethicalside ofthe equation，OpPOnentS OfRFID technology cite

PrlVaCylSSueSaSOneOftheirmainconcems．Inparticular，theydonotlikethe
POSSibilitythattheproductsandclothestheybuymaycontainRFIDtagsthat
allowthemtobetrackedandidentifiedwithouttheirknowledgel9］．Tntheir

CurrentStageOfdevelopment，RFIDtags cannotbeturnedo代or’killed’in

RFID－Speak，meanlngthatwhenMr・Jonesbuysapairofshoescontainingan

RFIDtag，anyOnewiththeappropriatereadercanknowwhenhewalksintotheir

StOre，andpe血apsstoreitinadatal）aSe．Howthisdataiscollectedandusedis

anotherpointofcontention；Willemployers，forexample，beabletosubpoena

infbrmationcontainedinsuchdatabasesanduseittoproveMr．Smithwasout

ShopplngWhenhecalledinsick？htheextreme，PrlVaCyadvocatesarguethat

RFIDisateclm0logythatcanleadtoa’BigBrother’typeofsociety，Where

everyone can be monitored constantly．Finally，ifywhen RFID transaction

devices，SuChastheExxonSpeedpass，areCOmPrOmised，uSerSOftheteclm010gy

COuldbevulnerabletosigni甫cant丘nanciallosses．

3　CurrentapplicationsofRFIDtechnology

Asmentionedabove，OneaPPlicationforRFIDteclm0logyistheSpeedpassthat
isbeingusedbyExxongasstations．WithhisorherSpeedpassinhand，an
Exxoncustomersimplypullsuptoagaspump，WaVeStheSpeedpassin丘’OntOf

anRFIDreaderlocatedinthegaspump，andthenproceedstofuelthecar，take

the printed receipt，andthen drive away－itis the ultimateingas station

COnVenience．TheRFIDreaderrecognlZeStheserialnurnberoftheuser’spass，

and the tranSaCtioninformationis then fbd to a database that contains the

PatrOn’screditcardnumber，WhichisautomaticallychargedthepurchaseprlCe

Ofthegasoline．Whileanovelapplication，OPPOnentSOfRFIDwillpointoutthat

thesystemcouldbecompromised，POtentiallyleadingtofraudulentpurchases，

This，infact，isnotanunlikelyscenarioglVenthatseveralstudents atJohns
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HopkinsUniversitydidcracktheSpeedpassandweresuccessfullyabletosteal

CuStOmerS’Speedpassinformationwithoutthecustomers’knowledge，andthen

purchasegoodsthatwerechargedtotheunSuSPeCtingcustomers’accountsl10］・

However，PrOPOnentSOfRFIDteclm0logymightpointoutthatRFIDhasbeen

used．inremote controlgarage door openersfor many years，and that any

vulnerabilityWouldlongsincehavebeepexposedbyenterprisingthieves・
AlongthelinesofusingRFIDtoactlVateagaragedoorforentryintoahome，

many ofBces and buildingsare SeCured withelectronic key access systems・

ManyofthesesystemsuseRFIDteclm0logytoidentifyanelectronickeyholder
andprovidehimorheraccesstoonlydesignatedareas・Thesesystemshave

beeninuse fbr many yearS and essentially use technology to replace a

mechanicallock and key system．More recent applications，however，are

hamesslngthepowerofRFIDtotrackandlocateobjectssuchaslibrarybooks

andluggagel11，12］．Alibrarybookthathasbeenplacedonthewrongshelf

COuldtakealongtlmetolocateusingtraditionalmeans・TheuseofanRFID

systemtotagbookswouldmakelocatingamissingbookmucheasier．Likewise，

at some airports，luggageis now being tagged with RFID tags to aidin

PrOCeSSlngandtrackingbaggage．

3．1RFIDusedtotrackpeople

A more controversialuse ofRFID technologyis tracking people and their

whereabouts．There are valy1nglevels oftracking employedin di脆rent
SyStemS・Forexample，atOneendofthespectrum，inmatesinmanyPnSOnShave
nowbeenBttedwithnon－remOVablebraceletsthatcontainRFIDtagsl13］．This

makesitpossibletotrackthewhereaboutsofeachinmateintheprlSOn，and，

moreimportantly，tOenSurethatnoprlSOnerShaveleftthepremisesprematurely・

An0therexamPleofRFIDusedtotrackpeopleisbeingemployedinthenursery
wardsofhospitals・The’Hugs，infantprotectionsystemseeseverynewbom

RttedwithanRFID bracelet to preventinfant abductions and parentqchild

mismatches．lnfact，inJuly2005，thesystemproveditsworthbythwartingan

abductionattemptatthePresbyterianHospitalinCharlotte，NorthCarolinal141・

InadiffbrentattemptatusingRFIDtomonitorchildren’swhereabouts，however，

parentsobjected．AtrialprqjectsawaschoolinCalifomiaissuemandatorylD

badgesto studentsthat，umbeknownto studentsandparents，COntainedRFID
tags・Tag readers wereinstalledineach classroom to help teacherswith
attendance，butparentswerenotimpressedwhentheyleamedthatscannershad

beenplacedinsomewashrooms aswell・Duetoprotests，theprqjectwas
CanCelled【15］．

4　Maritimesecurityandsa鮎ty

Given■thecurrentpoliticalstateofaffairsintheworld，maritimesecurityhas

neverbeenmoreimportant・TheregulatoryenvironmentOfmarineindustriesis

likely to become more restrictive as governmentslookfor newand better

meaSureStOCOunterterrOrism；theimplementationoftheISPScodeisonestep

inthatdirection．WhatroleRFIDcanandshouldplaylSaninterestlngqueStion・
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Verylittlewo止hasbeendoneinthisarea，meanlngthissectionwilldealmostly

Withwhatcouldbedone，ratherthanWhatisbeingdonetodaybecausethereis

VerylittleRFIDtechnologyinusefbrthepurposesofmaritimesecurity．With

the currentlevelofRFID technology，it would be possible to outfit every

memberofaship’screwwithanRFIDtagthatcouldbeusedtotrackhisorher

locationontheship．Giventhelimitedrangeofpassivetags，aCtivetagswould

havetobeutilizedforthesystemtohaveanypracticalvalue．Thecurrentsize
andcostofactivetagsmightmakedeploylngSuChasystemimpracticalatthis

time；however，thatislikelytochangeovertime．Whilethisauthordoesnot
necessarilyadvocateimplementingsuchasystem，eVenifitwaspracticaltoday，

SOmepOtentialapplicationsforsecurityandsafとtyatseaareapparent．Froma

Safttyperspective，ifacrewmemberh11Sovefboard，theRFIDsystemwould
knowinstantlyandsoundanalert．AIso，CreWCOuldbetrackedtoensurethat

theyarenotenteringareaSforwhichtheydonothavesecurityclearance，Oran

inCapacitatedcrewmembercouldbelocatedduringanemergency．AIso，Whenit
COmeStOgettingship’spersonnelonshore，PaSSPOrtSCOntainingRFIDtagscan

helpexpeditetheprocess．SuchasystemiscurrentlybeinglmPlementedbythe
UnitedStatesl16］．

4．1EthicalissueswithRFIDtechnology

TaggingprlSOnerS，in払nts，andchildrenforthepurposeoftrackingthemisone

thing，buttagging斤eeadultsisadifftrentmatter．Whereastheformergrouphas

limitedrightsandprivileges，thelatterhavecometoexpectacertain1evelof

PrlVaCyandB・eedom．However，itisgenerallyacceptedthatadultsmustforftit

SOmeOfthatwhentheygototheirplaceofwork．Forapersonworkingonland，

One mightarguethat the employer would havethe right to monitor the

movementofanemployeewhileheorsheisbeingpaidtobeatwork，butthat

rightwouldexplreattheendoftheworkdaywhentheemployeegoeshome．In

factacompanyintheUnitedStateshasdevelopedasystemthattracksrestaurant

employeestoensurethattheywashtheirhandsa氏ervisitingthewashrooml17］．

While the employee mqy not appreciate being monitored at wofk，isit
unreasollabletoexpectemployeestoenduresuchmonitonngoncompanytime？

Thisis oneissuethatmust beresoIvedasRFIDteclm010giesbecome more
Widespread．

To extendthe discussionto what occurs on a shipis more complicated，

COnSideringships’crewsdonotleavetogohomeattheendoftheworkday．

Membersofacrewgenerallyspendextendedperiodsoftimeontheship，Which

issplitbetweenbeingonoroffduty．So，SOmeWOuldquestionwhetherthe

CaPtainhastherighttomonitorcrewmemberswhentheyareoffduty，Oratall

forthatmatter．Aswell，WhileaprlSOnerCanbeforcedtowearanOn－remOVable

RFID bracelet，itis questionable whether members ofa ships crew would

WillinglywearatraCkingdeviceatalltimes．Iftheywereforcedtodoso，they

mightresentbeingtreatedinthesamemannerascomrponcriminals，butifcrew
membershavetheoptlOntOnOtWeartheRFIDtag，ltCOulddeftatthewhole

PurPOSeforwhichthesystemwasimplemented．
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5　Conelusions

RFIDhasthepotentialtobecomeaverypowerfu1andpervaSiveteclm0logy．
WhilesometechnologiCalchallengespersist，itisthenon－teChnicalissuesthat
likelyposethebiggestproblemsforRmsystems．Aquestionthathasbeen
askedbeforeabouttechnologlCalinnovationsisthis：justbecauseitcanbedone，

doesthatmeanthatitshouldbedone？Thisquestionisavalidoneinthiscase

becausetheteclm0logylSaPPrOaChingthepointwherethingsthatpeoplenever

COnSideredpossiblewi11soonbecomeareality．

Onthetechnlcalside，StandardizationofthetechnologylSaSignificantissue．

0therthanthat，thetrueteChnicalchallengeswillbetoincreasetherangeof

PaSSivetagswhilekeepingtheirsizesmall，Ordecreasingthesizeoftheactive

tags while maintaining theirlong range capabilities．Aswell，developing

SyStemS that are more affbrdable and that cantraCk people andthings with

greaterresolutionwillbesomeofthetechnicalchallengesthattheRFIDindustry
willface．

Withrespecttotheshipboardenvironmentinparticular，attenuationofthe
Signalthrough，andreflectionofthesignaloffmetalwallsonsteelshipsmight
also beanareaWOrthy offurthertechnicalresearch．Asthe state ofRFID
teclm01ogystandsrightnow，perSOntraCkingonboardofashipmightnotbe
PraCticalgiventhesizeofactivetagsandthequestionofwhethermembersofa
Ship’screwwouldvoluntariけwearthemorlegallybeforcedtodoso．

Onthe ethical side，SOCieties andlawmakers must decidethe amount of

PnVaCytOWhichemployees，bothonlandandatsea，ShouldbeentitIed．Thisis

notaneaSyqueStionatthebestoftimes，butitbecomesevenmoredifncultto

anSWerinapoliticalclimatethatstressesincreasedmaritimesecuritymeasures．

The chaHengewith RFID technology，aS has beenthe casewith all new

technologleS，wi11betobestreapitsbenefitswhileavoidingthepitfalls・
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